An Equilibrium Model of a Self-organizing Network
Architecture

Guidance

Professor Masao FUKUSHIMA
Assistant Professor Nobuo YAMASHITA

Naomi MIYAMOTO

1999 Graduate Course
in
Department of Applied Mathematics and Physics
Graduate School of Informatics

Kyoto University

February 2001



Abstract

Future network services and applications must be flexible, highly available and surviv-
able with minimal human configuration and management. This paper proposes a self-
organizing future network architecture that is flexible, highly available and survivable.

The proposed network consists of the following architectural components: cyber entities
and Bio-net platforms. A cyber entity is a mobile agent with autonomous behavior. A
Bio-net platform is an execution environment for cyber entities; it runs on a network node
and manages resources on the node (e.g. CPU, memory).

In the proposed network, a cyber entity provides a service (e.g. a web server) to users in
exchange for energy. It also consumes network resources such as CPU and memory, and
pays energy to the platform for using the resource that the platform manages. Associated
with a Bio-net platform is a utility function. A platform determines the prices of resources
based on its utility function. Similarly, a utility function is also associated with a cyber
entity, and a cyber entity determines the amount of resource it consumes based on its
utility function. A utility for a cyber entity, and thus, the amount of resource that a cyber
entity consumes, depends on various system variables such as the amount of resource
consumed by other cyber entities within N hops from the cyber entity, and the price of
resources and the number of users that are within NV hops. Similarly, a utility of a Bio-net
platform also depends on various variables such as resource prices on other platforms and
the amount of resources that cyber entities consume. When each cyber entity and Bio-net
platform are able to make their best decision on the amount and the price of the resources
they consume, we say that our network architecture has an equilibrium point.

In this paper, we first build a mathematical model of the proposed network architecture.
Next, we build a simplified model and derive its equilibrium conditions. Moreover, we show
that our original mathematical model has an equilibrium point when the simplified model
has an equilibrium point. Finally, we demonstrate through simulations that our original
model has an equilibrium point under the conditions for the existence of an equilibrium

point in the simplified model.
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1 Introduction

The explosive growth of the Internet has enabled resource sharing on a worldwide basis.
We envision that further evolution of the Internet and mobile computing technologies
allow wide access to personalized and collaborative computing services anywhere in the
world. In such a network, network services are required to be flexible, highly available
and survivable with minimal human configuration and management. However, today’s
networks are unable to provide such features. Research to design a network with such
features has only begun recently [1, 2, 3]. Among existing research, approaches based
on biological systems seem to be most promising [5, 6]. In real-world biological systems,
biological agents act through local interactions and based on local information of the
environment, and they adapt to dynamic environment changes. The aim of approachs
based on biological systems is to examine whether concepts and mechanisms from real-
world biological systems (e.g. local interactions) can be applied to the future network.

In this paper, we propose a self-organizing network architecture that is flexible, highly
available and survivable. Our network consists of architectural components: cyber entities
and Bio-net platforms. A cyber entity is a distributed autonomous entity (mobile agent)
and provides a service such as a hotel reservation service to users in exchange for energy.
A cyber entity is analogous to an individual bee in the biological world. Like their biolog-
ical counterparts, cyber-entities follow biological behaviors, such as replication, death and
replication. A Bio-net platform is an execution environment for cyber entities running on
a network node and manages resources on a node (e.g. CPU, memory).A cyber entity
consumes some network resources such as CPU and memory, and pays energy for using
such resources to the Bio-net platform it resides on (see Fig.1). Associated with a Bio-net
platform is a utility function! . A Bio-net platform decides the prices of resources based
on its utility function. Similarly, a cyber entity possesses a utility function and decides
the amount of resource it consumes based on its utility function. When an energy level of
a cyber entity is high, indicating that there was a large demand for the service that the
cyber entity provides, this cyber entity may replicate (increase its amount of consuming
resource). Conversely, when its energy level is low, indicating that the demand for the
cyber entity’s service was small, this cyber entity may die (decrease its consumption). Like
in real-world biological systems, different platforms and cyber entities may have different
utility functions. (For example, one Bio-net platform may choose its resource prices so
that the price maximizes its energy income, while another platform may choose its price
so that only a few cyber entities may use its resources. )

The rest of the paper is organized in the following manner. In section 2, we present

LA utility function is a measurement of happiness. The function depends on vareous variables, such as
the amount of resource a cyber entity consumes, or the resource prices, or the resource prices at neighboring

platforms.
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Figure 1: The relations between users, cyber entities and Bio-net platforms.

a brief description of our network architecture. In section 3, we formulate our network
architecture into a mathematical model and derive a utility maximization problem that
a cyber entity and a Bio-net platform solves. In section 4, we simplify our mathematical
model. For this simplified model, we apply Debreu’s theorem and derive equilibrium
conditions under which the solution to the utility maximization of all cyber entities and
Bio-net platforms become finite. Here, we simplify our model so that when the simplified
model has an equilibrium point, our original model also has an equilibrium point. In
section 5, we demonstrate through simulations that our original model has an equilibrium
point under the conditions obtained for our simplified model in section 4. Section 6

concludes the paper.

2 Biologically-Inspired Architecture

While real-world biological systems consist of large number of entities, they have many de-
sirable characteristics and features: decentralized control and survivability. The Biologically-
Inspired Architecture proposed in [6] and studied in this paper examines whether concepts
and mechanisms from real-world biological systems such as immune systems, bee colonies
and human societies, can be applied to the future Internet environment [4].

In the proposed Biologically-Inspired Architecture, there are two architectural compo-
nents: cyber entities and Bio-net platforms. In the following, we will describe about these

components and about users in details.

e Cyber entity: Cyber entities are distributed autonomous mobile agents. They con-
tain some service (ex. a web server), and provide (deliver) the service to human users
in exchange for energy units. A cyber entity consists of three parts, body, attributes
and behavior. The body contains materials relevant to the service that the cyber
entity provides. The body may contain data, application code, or user profiles. The

attribute part contains information about the cyber entity itself, such as the name,



a unique identification number, and its utility function.A cyber entity decides the
amount of resource it consumes so that it maximizes the value of its utility function.
Like in real-world biological systems, different cyber entities may have different util-
ity functions. The behavior part contains behaviors, or blocks of executable code
that allow the cyber entity to behave autonomously, like an individual bee in the bi-
ological world. It also contains some behaviors to mimic simple biological behaviors

such as migration, replication and death.

Bio-Networking platform software: In order to support cyber entities, a network
node must install a software, which we refer to as a Bio-Networking platform (Bio-net
platform for short). The Bio-networking platform provides an execution environment
and basic system functions necessary to support cyber entity’s behavior such as
migration, replication, and death. Similarly to a cyber entity, a Bio-net platform
also contains its utility function. A Bio-net platform decides the prices of resources
based on its utility function. A cyber entity pays energy units to the Bio-net platform
in order to use its network resources such as CPU, memory, disk space, and network
bandwidth. Bio-networking platform controls the use of all network node resources
by adjusting the price of its resources. For example, when a Bio-net platform tries to
limit the use of the network node resources, it may raise the price of the resources.
This may cause cyber entities with less energy to migrate away from the node,

resulting in limiting use of its resources.

User: Similarly to the energy exchange between cyber entities and Bio-net platforms,
users and cyber entities exchange energy as well. When a user receives a service from

a cyber entity, the user gives energy to the cyber entity.

3 The Model

Let us explain our model. Throughout this paper, the following assumptions and notations

are used.

3.1 Assumptions

(A1) There are m network nodes, each running a Bio-net platform, in the network. Each

of these m nodes supports [ different types of resources. Amount of type k resource

at platform i is of, and of is finite.

(A2) There are n kinds of services (n types of cyber entities) in the network. Cyber

entities of the same types provide the same service. Note that there may be multiple

cyber entities of the same type in the network.



(A3)

(A4)

(A5)

(A7)

(A8)

The amount of resource that a cyber entity consumes varies from a lower limit S

to an upper limit v, (k=1,...,1).

The price of resource varies from a lower limit 0 to an upper limit p™**. Here, p"%*

is arbitrary large, but finite.

Cyber entities and Bio-networking platforms do not have global information of the
network: they only have local information. Specifically, cyber entities on platform i
only knows the prices of resources on platform i and on platforms that are within NV
hops from platform . In the analysis, we assume NN is reasonably small, and thus,

cyber entities only possess local information.

We assume that the amount of resources that a cyber entity consumes is a continuous
variable in our model. This assumption also applies when a cyber entity migrates. In
other words, when a cyber entity migrates from platform A to platform B, resource
that the cyber entity consumes at platform A gradually reduces, and the resource
that the cyber entity consumes at platform B gradually increases, keeping the sum

of the two constant.

Cyber entities may only migrate to the neighboring platforms that are within 1 hop

away.

Time required for cyber entities to migrate and for user request packets (for ser-
vice) to propagate through a network is assumed to be zero. Note that with this
assumption, all cyber entities and user request packets are on Bio-net platforms at
any given time, and there is no cyber entities and user request packets that are in

transit on a channel between Bio-net platforms.

Assumption (A4) and (A6) makes our analysis easier. In Assumption (A8), we claim that

cyber entities and user’s request packets reside on a Bio-net platform at every moment.

3.2

Notations

In the Biologically-Inspired Architecture, Bio-net platforms decide the prices of resources,

and cyber entities are required to give energy to Bio-net platforms in order to run their

execution codes (See Section2.1). Since there are [ types of resources in the network, Bio-

net platform 7 determines the prices of these [ types of resources pf(k‘ =1,...,0) on the

platform. pf represents the price of resource of type k on platform ¢ and p; denotes the

prices on platform 4,

pl:(pzlap12¢7pi) Eg%l-l— (31)



Here, §Rl+ is a set of non-negative vectors, and y € §Rl+ indicates that all the components
of vector y takes a nonnegative value. Let p = (p1,...,pm) € %l]r" be a collection of prices
of cyber entities in the entire network.

Let uf € R4 denote the number of request packets (see section2.1) that are on Bio-net
platform i and are for service j. Also, let u; = (u},...,u?) € R” denote the set of request
packets on platform i and v = (u1,...,u,) € R} denote a collection of request packets
for all platforms in the network.

As mentioned earlier, each cyber entity decides the amount of resources it consumes.
More explicitly, a cyber entity examines the prices of resources and the number of request
packets on the platform it resides, and determines the amount of resource it consumes.

Furthermore, it decides if it remains on the platform or moves to a neighboring platform.

J

First, let CEg denote a cyber entity whose service type is j and resides on platform . z;,

represents the amount of resource of type k that CE{ consumes on platform ¢. Since there

are [ resources in the network, the amount of resource CE; consumes is given by

T=(al,al,. .. 2])eR,. (3.2)

€ 710 Vi)

J

The vector z; = Y5y @ = (Xjoy 2], f—@l,,..., 3 j—1 x]) € R represents a total

amount of resource that cyber entities consume on platform i. Let 27 denote a vector
representing the amount of resources that cyber entities of type j consume at different
platforms. Namely, 2/ = (z7,...,2,) € %lfj(t)' i,7 € Sj(t) where |[{Y'}| indicates the

19
number of components in set Y. Here, S;(t) denotes a set of platforms where cyber entities

2 1

of service type j reside at time t (Refer to Fig.2). The vector z = (z*,...,2") €

IS 185(8)] . . . .
R +Z]‘1 " is a collection of the amount of resources that cyber entities consume in the
entire network.

In order to describe the neighboring environment of every architectural component, let

the upper script loc of a component X;, namely Xf"c represent the variables of X's within N

loc
i

hops of platform ¢. For example, u;°¢ is a vector, each component of which representing the
number of user’s request packets on the platform within N hops of platform 4. Similarly,
let Sjl-oc(t) denote a set of platforms, consisting of S;(t) and also the nodes that are within
N hops from a platform in S;(t) (See Fig.3). Furthermore, let us denote S(t) = Sy(t) U
So(t) U -+ U S,(t) and Sl¢(t) = Sloc(t) U Se(t) U --- U Sle(t). S(t) represents a set of
nodes, on each of which at least one cyber entity resides at time ¢. S'°°(t) represents a
set of platforms, consisting of platforms in S(¢) and the platforms that are within N hops
from a platform in S(t). S"¢(t) is a set of platforms whose information is known by at
least one cyber entity at time . Note that none of the cyber entities at time ¢ have any

information of {1,2,...,m}/S"(t) (See Fig.3). Here, Z = {X/Y} indicates that Z is a

2 Since cyber entities may migrate, S;(t) depends on time. In order to emphasize this time dependency,

we include time variable ¢ in the notation, S;(t).



@ : Bio-net platform
@, : Bio-net platform < : CE(type ) {1,2,...,6}/ S;OC(t)
<@ : Cyber entity (type j) S
= : Cyber entity (type k) « ()

()

S;m:(t)

- ) Figure 3: Explanation of Séoc(t) and
igure 2: Explanation of S;(t). ... m}/S]l-oc(t).
set of X excluding Y.

Platforms and cyber entities decide their prices and the amount of resource they con-
sume based on local information. Furthermore, the amount of resource a cyber entity
consumes and the price of resources depend on each other. Thus, the prices of a platform
is influenced by cyber entities which reside within N hops. Similarly, the amount of re-
source a cyber entity consumes is influenced by prices that are within N hops from the

cyber entity. Thus, a cyber entity is influenced by other cyber entities indirectly through

resource prices. To represent such dependency, let z; 7 = (z1,... A o f1r s Tiy) €
HYoT, 1S5(0)]-1} I(m—1 .
L yP—i = (D1, Pic1,Ditls---sPm) € %15 ), Here, ;7 is a vector ex-

cluding a;f from z, and p_; is a vector excluding p; from p. Note that CEg may only
control z! and platform i may only control p;.

In the following two subsections, we observe the system at a given time ¢ and a given
user request distribution u. Later in section 4, we give a definition of an equilibrium point,
and observe the system at an equilibrium point for a given u. In section 4.2, we derive

conditions under which our model has an equilibrium point for any w.

3.3 Maximization of Cyber entity’s Utility

In this subsection, without loss of generality, we observe a cyber entity of service type j
which resides on platform 7 (namely, CEg ) at a given time ¢. Associated with each cyber
entity is a utility function, and cyber entity decides the amount of resource it uses based on
it. Cyber entities of the same type share the same utility function. For example, the best
size of memory that a cyber entity of type j perform a service may be &, and this may
be expressed in its utility function. 3 Let Uij denote the utility function of CEZ-j . CEf

. . . .. i g. . .—jloc
decides the amount of resource it uses in such a way to maximize U/ (z7; x; 7"°, plo¢, uloc).

3 An easy example for the utility function is U/ = —(z7 — b’)2.



Note that the utility function of CEg depends on the amount of resource that other cyber
entities consume, resource prices and the number of user request packets who are within
N hops of CE!: a;” loe " ylee and plo - Because CE’ only controls the amount of resource
it uses (namely, z ) it maximizes U} J over x]. Note also that the dimension of z; loe vary
according to time.

—jloc

From the above discussion, given x; ]

¢ and pl"c C’Ej desires to use x; amount of

resource that maximizes

.. jr 3. —jloc | l
(P1) maximize,; U/ (z;z; s P w%6)
F > x>

Here, the constraints come from Assumption (A3). Note that the solution of (P1) is a

function of z; 7', plec ulo¢ and we denote it as z2*(z; /¢, ploc, ulec),

3.4 Maximization of Bio-net Platform’s Utility (Nonlinear Bilevel Pro-
gram)

In this subsection, without loss of generality, we observe platform ¢ at time ¢. Similar
to cyber entities, a Bio-net platform decides the prices of resources based on its utility
function. Let Uj (pi; ;) denote the platform ¢’s utility function. Note that platform ¢ tries
to maximize U;(p;; ;) over p;.

Cyber entities decide the amount of resource it consumes given the price of resources.
On the other hand, a platform’s utility U; depends on the amount of resource cyber
entities consume. Thus, in maximizing utility, Bio-net platforms must consider how much
resource cyber entities consume when deciding their resource prices. More explicitly,
when a platform decides its resource prices, cyber entity’s maximization problems (P1)
are included in its constraint (3.6) * . To summarize, a Bio-net platform decides the price

of its resources that maximizes

(P2) maximize,, Ui(pi;x;)
subject to  p™¥* >p; >0 (3.3)
w>zi= Yy x>0 i=1...m (3.4)
J€{ilies; (1)}
] € argmax{U} (], 2;7"°, ple, ulo®) |37 > 2] > 47} (3.5)
forall j=1,...,n, i€S(t).
x* € argmax{ f(z)|z € D} indicates that z* gives the maximum value of f on D. Namely,

argmax{f(z)lx € D} := {z € D|f(x) = maxf}. The constraint (3.4) comes from As-
sumption (A3), and (3.5) comes from (A4). j € {j|i € S;(t)} indicates a set of types

4 An optimization problem including a optimization problem in its constraint is known as Nonlinear

Bilevel Program.



of cyber entity, which locate on platform i at time t. Observing (P2), we may see that
platform ¢ maximizes its utility function U; under conditions that the total amount of con-
sumption will not exceed «;. Note that p; influences cyber entities not only the ones that
are within NV hops, but also the ones that cannot be reached within N hops. For example,
cyber entities that cannot be reached within N hops but can be reached within 2N hops
from platform ¢ are influenced by some of the cyber entities who are within N hops from
platform i (See Fig.4). Since cyber entities that are within N hops from platform i are
influenced by p;, cyber entities that cannot be reached within N hops are also influenced

by p; indirectly.

@ : Bio-net platform — Py
< :CE e

“CE” influenced by “CE”on-yplatform 3.
= “CE” inﬂvuen‘_é'éd by platfoi’n?ll\in(\iirec

Figure 4: Cyber entity on platform 3 is influenced by cyber entities, user request packets
and platforms that are within N hops from it. In the figure, we assume N = 1. Thus, cyber
entity on platform 3 is influenced by platform 4. Similarly, a cyber entity on platform 2
is influenced by cyber entity on platform 3. Combining these together, we can see that a

cyber entity on platform 2 is also influenced by platform 4.

Remark 3.1 Note that platforms are influenced not only by the amount of resource
cyber entities consume, but also by the prices of other platforms. The explanation is given
below.

By substituting the solution of (P1) , namely a;g*(xi_ﬂoc,péoc,uéoc) for all j € {j]i €

S;(t)} into (3.6), (P2) may be converted into the following problem
J Y g
(PQ’) maximizepi Uz (p,“ Zje{j‘iésj 1 $z*(x;j1007 péoc’ uéOC))
subject to  p™** >p; >0

o .
o > xj = ZjE{ﬂiEsj(t)} ay"(x;” Oc’péoc’uéoc) 20 i=1,....,m
From (P2'), we may see that the utility function of platform i depends on the consumption
—jloc
i

request packets that are within N hops of i, u

loc

, the prices of other platforms p;

¢ and user’s

amount of resources on other platforms x

loc
i -

CE! solves (P1) to determine the amount of resource it consumes. More explicitly, a

cyber entity substitutes its local information such as x; J loc, pé"c, uéo"’ into (P1) and solve it.



Note that even the same types of cyber entities solve different problems when the platforms
they reside on are different. Each cyber entity C’Eff solves the problem (P1) where j = k
and ¢ = r. Moreover, all cyber entities solve their problems simultaneously and repeatedly,
and changes the consumption amount. Cyber entities solve (P1) repeatedly in order to

—jloc

: loc
K3

adapt to their local environment x , péoc, u,;°¢, which may change dynamically. When
a cyber entity reproduces (dies), it consumes more (less) resource.

Since cyber entities decide the amount of resource they consume simultaneously, we
may eliminate the variables of cyber entities from (P2’) by substituting all the solutions

of cyber entities. Thus, we may rewrite (P2’) to the following.

(P2") maximize,, Ui(pi; p—i,u)
subject to P >p; >0
a; > z; (p,u) = Z J:g*(p,u)ZO i=1,...,m.
je{ilies; ()}
(3.6)

Let us now turn to the equilibrium aspect of our model. Let us first define an equilibrium

point.

4 An Equilibrium Point

Definition 4.1. The amount of resources used by cyber entities and the resource prices
set by platforms for a given user request vector u in an equilibrium point, (x*, p*, u) satisfies
the following condition (C).

(@) ﬁi(p?;pii)zrr},axﬁi(pi;p"‘_i) forall i=1,...,m,

where p} represents the solution to (P2").

Note that our model operates at a different equilibrium point when a distribution of user
request packets v is different. At an equilibrium point (z*, p*, u), all m problems like (P2)
are maximized at once. Thus, given u, solving (P2") for all i = 1,...,m simultaneously
will yield an equilibrium point for that wu.

Bio-net platforms ¢ = 1,...,m solve (P2) simultaneously in order to attain an equilib-
rium point for a given wu.

Given u, an equilibrium point for our natwork architecture may be obtained as a solution

to the following.



~

(P3) maximize,, U;(pi;x;)
subject to  p™** >p; >0

o > T = Z x?ZO 1=1,....m
JG{]\ZES‘]}
. e . . :
ol € argmax{U3 (ah; o7, ploe o) 2 o] 2 4} (4)
for all z‘eS‘j,jzl, N )
Here, S; € {1,...,m} is a set of platforms where cyber entities of type j are located

in an equilibrium. Since an equilibrium point is a concept without time, note that time
t is not included in (P3). Also, note that S;(j = 1,...,n) depends on the migration
policy of cyber entities and initial distribution of cyber entities over platforms. Since
Sj (j = 1,...,n) is not fixed, this makes it difficult to derive equilibrium conditions. In
the following section, we will introduce a simpler model, where dependency on migration

policy and initial settings are removed.

4.1 A Simplified Model

Note that the goal is to derive the equilibrium condition for a given w. This is equivalent
to deriving a condition, where m sets of (P3) is satisfied at once. In the following, let us
call the m sets of (P3), an original model.

In the simplified model, the following assumption is added to our original model.

We assume that all types of cyber entities are present on each of the Bio-
net platforms. We further assume that, when the solution to (P1) (namely
:ci (@ J loc, plec uloc)) is zero, C’Ef does not consume any resource on the plat-
form i (i.e., Cyber entities consume zero resources), and do not provide ser-

vice to any users. When the solution to (P1) (namely xf * (a:;] loc. ploc ulec)) is

J*(.—jloc  loc . loc

non-zero, CEY consumes z!" (z; 7", pi°® u.°¢) amount of resource, and provide

service to users.

The above assumption is incorporated into the simplified model in the following manner.
Let

j { 1, when CEZJ exists
Yi = .
0, otherwise
In our simplified model, let us rewrite a vector representing the amount of resources that
cyber entities of type j consume at different platforms (namely 27 in our original model) as
) = (x{y{, conxlyl) € ﬂ?l]rn Also, let us rewrite a collection of the amount of resources

that cyber entities consume in the entire network (namely z) as z = (z!,...,z") € R,

10



Note that the above assumption introduced in our simplified model implies that cyber
entities do not migrate in the simplified model. Since cyber entities of all types reside on
any platform in the simplified model, migration of a cyber entitiy in the simplified model
is considered a combination of a death of a cyber entity on one platform and a birth of
a new cyber entity of the same type at a different platform. Moreover, the assumption
introduced in the simplified model implies that the simplified model does not depend on
the initial location distribution of cyber entities, since cyber entities reside on any platform
any time in the simplified model.

From the above discussions, we consider the following simplified model, which is asso-

ciated with our orignal model (namely m sets of (P3)).

(Ps) maximizey,, U;(pi;xi)

subject to  p"** >p; >0

n
aizxi:ngzo 1=1,....m
Jj=1

o] € argmax{U] (a; 2771, plo°, ul®) |3 > 2] > 47} (4.2)
forall j=1,...,n, i=1,...,m. (4.3)
where 27 = (¢ly), ... 2l yl ) € RIM and z = (z1,...,2") € R,
In our simplified model, all platforms i = 1,...,m solve (Ps) simultaneously.

Now, let us prove that the equilibrium point of the simplified model is also a equilibrium
point of the original model.

Proof.
In our original model, all platforms i = 1, ..., m solve (P3). Thus, a whole system may be
written as m sets of (P3). On the other hand, in our simplified model, a whole system may
be written as m sets of (Ps). Now, let us compare (P3) and (Ps). Since S; € {1,...,m}
in (P3) holds, there are more constraints in (Ps) than those in (P3) and the constraints in
(Ps) is a super set of those in (P3). Thus, the feasible set of (P3) is larger than the feasible
set of (Ps), and the feasible set of (P3) includes the feasible set of (Ps). Here, a feasible set
is a space that solutions are possible (a space which satisfies the constraints). Thus, when
our simplified model has an equilibrium point (z*, p*,u), this equilibrium point is also
feasible in our original model. Moreover, since (Ps) maximizes the same utility function
in (Ps), our simplified model maximizes the same utility functions in our original model.

Thus, our original model also has the equilibrium point (z*, p*, u) in our simplified model.

(Q.ED.)

4.2 Equilibrium Conditions

In the following, we obtain conditions (ASS1) - (ASS7) under which our simplifed model

(m sets of (Ps)) has an equilibrium point.

11



In order to discuss the equilibrium point of our simplified model, a solution toa cyber
entity’s utility maximization (namely (P1)) and a sloution to a Bio-net platform’s utility
maximization of our simplified model(namely (Ps)) must exist. In the following, we first

give conditions so that solutions to (P1) and (P;) exist.

Theorem4.1. There exists a solution to the following problem (let us call it a NLP
problem) when a function f(x) is i) proper and the feasible set C' of an optimization
problem is ii) nonempty and iii) compact, [12]. Function f is proper if f(x) > —oo for at

least one x. Also, a set is compact when the set is bounded and closed.

maximize  f(x)

subject to x € C

When (P1) has the properties i) - 7ii), (P1) has a solution. In the following, we examine
if (P1) has the properties i) - iii). It is easily seen that the feasible set of (P1), namely
Bl > xf > ~7 is nonempty and compact. Thus, conditions 7i) and i) hold. As for
condition 1), Ug is not proper only when Uij = —oo. Utility function of Ul-j = —o0 is not
realistic. Thus, the properness of utility functions holds. Therefore, (P1) always have a
solution.

In the following, we introduce several assumptions so that (P2) satisfies all i) - 4ii)
conditions explained above. We first note that the feasible set C; of (Fs) is

Ci ={(lpi =) P =pi 20,
o > X = ?:la:z >0, i=1,...,m
2] € argmax{U7 (a; 2,71, ploc, ulo) |87 > 2] > 47}
forall j=1,...,n,i=1,...,m}.

As for condition i), we have already seen in the discussion of Uij being proper that
properness of utility functions hold.

With respect to condition i), it is easily seen that the feasible set of (Ps) is nonempty
if and only if, for any pairs of (z; 7 foe ploe yloe) the following holds:

pmax n

U D@l @7 ploe, ule®) b 0 0 [0, cu] # ¢, (4.4)
pi=0 (j=1

where [a, b] indicates the interval from a to b. (4.4) implies that for a given set of local

—jloc _ loc

information x; ", p; ,uéoc, there exists a 0 < p; < p™a®

such that the amount of resource
that cyber entities consume on platform i will not exceed «;. A sufficient condition for
(4.4) is

(ASS1) a7* (a9 PloC k)| p—pmas =0 forall j=1,....,n and i=1,...,m,

A 7 0 i

where f(2)|z=a = f(a). Here, note that pl°® includes p;. (ASS1) implies that when the

)

resource prices of platform ¢ are p™*, which is an extremely large value (See Assumption
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(A4)), none of the cyber entities consume the platform’s resource. This is because paying
for such high cost resource is not reasonable for cyber entities, and cyber entities would
not purchase such high cost resources. Note when the following holds, (4.4) holds. We
can see this in the following procedure. By evaluating (4.4) at p; = p™** under condition
(ASS1), we obtain 0N [0, ;] = 0 # ¢. Therefore, under condition (ASS1), (4.4) holds
and thus, the feasible set of (Ps) is nonempty.

With respect to #ii), the boundedness of the feasible set C; directly follows from p™%* >
p; > 0 and o > x; > 0. Furthermore, C; is closed when Uij is continuous. Thus, we
introduce the following assumption.

(ASS2) U/ is continuous in .

Concluding the discussion above, (P1) and (Ps) has a solution under newly introduced
conditions (ASS1) and (ASS2).

Next, we will further introduce conditions, so that there exists an equilibrium point
to our simplified model. In order to derive equilibrium conditions, we utilize Debreu’s
theorem [14, 10, 19]in the following.

Debreu’s Theorem. Consider a system consisting of n components, each of which max-
imizes its own utility function f;(z;;x—;) : D; — R. Here, x; is a decision that the ith
component makes. Let fi(x;;2_;) be a) continuous and b)concave in x; ° (See Fig. 5) for
alli =1,...,n. Moreover, suppose D; is ¢) compact and d) a convex set ® (See Fig. 6)

with e) nonempty interior. Then, this system has an equilibrium point.

We use Debreu’s theorem to derive equilibrium conditions for our simplified model. Cj
and UZ in (Ps) corresponds to D; and f; in Debreu’s theorem.

Since we have already shown that feasible set of (Py), namely Cj, is ¢) compact and e)
nonempty in the last section, we derive conditions under which C; becomes a convex set.
First, let us convert the feasible set C; to a more compact form. To this end, we assume
the following:

(ASS3) U (27 2;71°¢ plec uloc) is concave in 27 and continuously differentiable.

Under (ASS3), we may use the Kuhn-Tucker conditions [11]. The Kuhn-Tucker condi-

tions is a well known result in nonlinear programming and provide necessary and sufficient

5 A function f on D is concave relative to D, if for every choice of o € D and z1 € D, the following
holds.

f(A—=7)xzo+721) > (1 —7)f(20) + 7f (1) for all 7€ (0,1).
6 A set D is convez, if it includes, for every pair of points, the line segment that joins them. In other

words, D is convez if, for every choice of zo € D and x1 € D, the following holds.

(I1-7)zo+721 €D for all 7€ (0,1).
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conditions for mz to be a solution (See Apendix II). Using the Kuhn-Tucker conditions,
z!* is a solution to (P1) for given z; ]loc,péoc,uéoc, if and only if, there exists a vector

(:v{, Gismi) , which satisfies

Uy (z; mi_ﬂoc ploc, uloc)

) 7 . L
895{ - Cz + i = 0 (45)
G=0,m >0, GF —a)" =] —4)" =0, (4.6)
forall j =1,...,nand ¢ = 1,...,m, where T indicates the transpose. In other words,

(4.3) is equivalent to (4.5) and (4.6) when (P1) has a solution. Thus, by replacing (4.3)
with (4.5) and (4.6), (Ps) becomes
(P4) maximizep, (}'i(pi, x;)
subject to

o J -
ai2¢zf j:11’¢20 1=1,....m
oU! (=] ;x;]loé,pé"c,ul,oc

L )—Q—i—m:O forall j=1,...,n,i=1,....m

Ox’

k3

QZO,mZO, Cz(ﬁ]_$g)T:77z($g_’Y])T:0 for all jzla"'vnaizl""7m

Note that (P4) is a maximization problem with three variables: J;i , ¢; and n;. By observing
(P4), we see that the feasible set has a non-complimentarity property, that is, the non-
complementarity property, ¢;(37 — xf )= nz(:vf —47) = 0. Tt can be also seen from (Fig. 7)
that these equations make the feasible set of (P4) non-convex 7 . Thus, we first remove
the non-complementarity property from (P4) to make the feasible set of (P4) a convex

set. By adding the following condition, we can remove the non-complementarity property.

)!co : ):c, X 'xo IJIc, 0 x
\ /
Tx,+(1-7)x,

Concave function Non-concave function Convex set Non-convex set
Figure 5: An example of concave func- Figure 6: An example of convex set and
tion and non-concave function. non-convex set.

T Although there is a number of algorithms that have been developed for finding a global optimum of
the problem with non-complementary constraints [16, 15, 20, 13], the problem still remains very difficult
to solve. The most difficulty of the problem with non- complementary constraints is that the feasible set
is non-convex.
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- xi/ = B_,’ '« A curved surface, F(x)=0
(B»/ _xij =0) Non-i . .
on-linear equality constraint
-> Non-convex
2 Non-convex
— — ~ Aplane, G(x)=0
i Linear equality constraint
- Convex
:Ci(Bj _xij) =0
0
Figure 8: An equality constraint de-
Figure 7: When the non-complementary scribes a surface. The upper part of the
property, G (7 — xi ) = 0 holds, either of figure describes that a non-linear equal-
the following equations holds: zeta; = 0 ity constraint makes the surface non-
or (37 — mf ) = 0. Thus, by considreing convex. The lower part of the figure de-
¢ > 0and (87 _333) > 0 in (P4), we may scribes that a linear equality constraint
see that the set ‘{(Q,xf)\@(ﬂj _ xi) — is a plane, and thus, the surface is con-
0,¢ >0,(3 —]) > 0} is non-convex. Vex.

(ASS4) Let 3/ = +ooand 4/ = —oo for j =1,...,n.

When (ASS4) holds, the constraint in (Py), 37 > a:f > ~J, always holds, and thus
adding (ASS4) is equivalent to removing the constraints 37 > xi >~/ from (P;). Note
that by adding condtion (ASS4), the compactness of the feasible set is lost in (P1).
Therefore, with compactness removed, (P1) does not necessarily have a solution. As we
have discussed in the begining of section 4.2, cyber entities need to have a solution to
(P1). Thus, in order that (P1) still has a solution without compactness, let us utilize the

following theorem.

Theorem4.2. zThere exists a solution to a NLP (See Theorem 4.1) when a utility func-
tion is strongly concave. A function f on D is "strongly” concave relative to D if there

exists a o > 0 such that for every choice of xg € D and x1 € D, if the following holds.

1
fF((l=7)xzg+721) > (1 —7)f(20) + 7f(21) + 507’(1 —7) || 2o — 21 ||? for all T € (0,1).
Thus, we add the following condition to the utility function of cyber entities so that (P1)

has a solution.

(ASS5) U (x; 2;771¢ ploc wloc) is "strongly” concave in 7. Now that we have seen that
cyber entities are able to maximize their own utility functions (namely, a solution to (P1)
exists), we examine whether (Ps) has a solution or not.

By removing 37 > 2! > 7 from (Ps) (namely, by adding (AS54)), (Ps) is converted to
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(P5) maximize,, Ui(pi; z;)
subject to  p™* > p; Z 0
o > X = x 2 1=1,....m
xl € argmax{w s 71 ploe ulee)) (4.7)
forall j=1,....,n ¢=1,....,m.
By using the Kuhn-Tucker conditions to (4.7), we obtain
(Pﬁ) maximizepi ﬁi(pi, xz)
subject to  p™* >p, >0
alzxz—znﬂxzzo i=...,m
aU]( 17 lJl007p’lLoc7 ioc) .
8zg 0
forall j=1,....,n i=1,....m

Although we have added (ASS54) to (P,

we still cannot claim that the feasible set to (Ps) (namely (P6)) is a convex set. In order

) and removed complemantary property from (F),

to make the feasible set of (P6) convex, we further add the following condition.
8U7(:EJ x; —jloc loc loc)
(ASS6) ——+=

Py U
Concluding the discussion above, we have added assumptions (AS554) -

PP = 0 is linear in both azf and p;.
(ASS6) in order
to make the feasible set of (Ps) convex. Now that we have obtained ¢), d) and e) in Debreu’s
theorem, we now examine a) and b) in Debreu’s Theorem. To this end, we assume the
following.

(ASST) U; (pi, xi(pi, p—i,w)) is continuous and concave in p;.

Now, all conditions a) - €) in Debreu’s theorem holds. Using Debreu’s theorem, we con-
clude that under assumptions (ASS1) -

point for any given u. Thus, our original model also has an equlibrium point for any w.

(ASST), our simplified model has an equilibrium

Now, let us review the above discussion. We have derived the follwoing conditions to
obtain an equilibrium point to our simplified model. In other words, under the conditions

below, there exists a solution to the m sets of (Ps).

(ASS1) =

g%/ —jloc

)

loc

)

loc)

lpi=pmaz =0 forall j=1,...,n and i=1,...

,m

(ASS 2) Uij is continuous in :vf

(ASS 3) U (]

(ASS 4) Let 37 =

Z

—jloc

+00 and ~/

» Dy

loc
)

ule®) is concave in ] and continuously differentiable.

=—ocoforj=1,...,n.
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(ASS 5) U/ (z; acz-_ﬂoc,péoc, ul°?) is "strongly” concave in 7.

QU (2737 910¢ ploc 4 loc
(ASS 6) i (a:z T _ P U )

o = 0 is linear in both xf and p;.

A

(ASS 7) U;(pi,zi(pi, p—i,u)) is continuous and concave in p;.

(ASS1) - (ASS6) are imposed to cyber entities. (ASS7) is imposed to Bio-net platforms.
Note that z; depends on p; (Refer to (P2")), and this makes it difficult to obtain a function
which satisfies (ASS7). Examples of utility function Ul-j and U;, which satisfies all these
conditions will be given in Remark4.1.

Remark4.1 Let us give an example of a function that satisfies conditions (ASS1) -
(ASST). For simplicity, let us consider the case where a network consists of only one
platform with [ resources. Furthermore, only one type of cyber entity exists. Let the

utility function of a cyber entity be
U=kl —aMp” + kox? — 2Val — pQp” (4.8)

where z,p € §Rl+ VRS RLQ R — R M R — R are positive definite matrices 8

and k1 € RL ko € %ﬂr are coefficient vectors. Furthermore, let us assume that
ko = p™e M7 (4.9)

holds. The first term of (4.8) represents the energy that the cyber entity receives from
user request packets. The second term indicates that when the cyber entity consume
x resource, it must pay Mp’ amount of energy to the platform, and this reduces the
cyber entity’s utility. The third term implies that a cyber entity needs resource to provide
its service to users, and thus, the utility increases as it acquires the amount of required
resources. Note that when the cyber entity cannot acquire the amount of resource it needs,
the efficiency ofproviding a service falls, and this reduces the utility of the cyber entity.
However, a cyber entity do not need too much resource, and thus, the utility of a cyber
entity decreases when it consumes too much resources. This is expressed in the forth term.
Note that the term becomes significant when the cyber entity starts to consume a lot of
resource. Lastly, the fifth term indicates that when the price of resource becomes too high,
the utility of a cyber entity will decrease very much. Let us assume that a cyber entity

determines the amount of resource it consumes by solving
maximize, kiu” — aMp" + koxT — 2Vl — pQp” (4.10)
Next, let the utility function of platform ¢ be

U; = aMp" (4.11)

8 A matrix V : R — R! is positive definite when yVy” holds for any 0 # y € ®!
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As we may see, the utility function of a Bio-net platform is equal to the second term of
the utility function of a cyber entity, (4.8). The utility of a Bio-net platform increases as
the energy income from cyber entities increase.

Thus, the platform determines its resource prices by maximizing

maximize,, =MpT
subject to p™** >p; >0
a; > :Z;‘:lacg >0
z! € argmax{kju’ — 2 Mp? + kozT — 2VaT — pQpT}

Now, let us examine whether (4.8) and (4.11) satisfies conditions (ASS1) - (ASS7). It
can be easily seen from (4.8) that conditions (ASS2) - (ASS6) hold. In the following, we
will show that (ASS1) and (ASST) also holds. To this end, let us first examine (ASS1).
Since (ASS2) - (ASS6) holds, we can see that a solution to (4.10) exists. Thus, by using

the Kuhn-Tucker conditions, we obtain

OU _ _yyre _ MpT + kL =o0. (4.12)
Ox
Therefore, the solution to (4.10) is
e = v =MpT + kD). (4.13)

By evaluating (4.13) at p = p™%*, we obtain z7* = 0 from (4.9), and thus, (45S51) holds.
Next, let us examine (ASST). By substituting (4.13) to (4.11), we obtain

~

U, = zMp" (4.14)
T

= (V7'=Mp" + kD)) Mp"

= (—Mp" + &)V IMp"

= —pMTVIMp" + IV MpT (4.15)

Here, we may see that (4.15) is concave in p. Thus, (4.8) and (4.11) satisfies (ASS1) -
(ASST).

5 Simulation

To see that our Biologically-Inspired Architecture has an equilibrium point under the
conditions for the existence of an equilibrium point in the simplified model, a simulation
was designed and implemented. In concrete, we examine if our original model has an
equilibrium point under conditions derived in our analysis, namely (ASS1) - (ASS7). In
our simulation, we remove assumption (A6) do that a cyber entity changes the amount of
resource it consumes discretely.

The major components of the simulation are described below.
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5.1 Simulation Assumption
We assume the following network.
1. 20 x 20 Bio-net platforms are arranged in grid topology. (see Fig 9)
2. There are 150 user request packets on every network node (Bio-net platform).
3. There is a single type of cyber entity in the network (n = 1).
4. There is a single type of network resource in the network (I = 1).

5. Let all Bio-net platforms and cyber entities have information of other components

that are within 1 hop. Namely, we set N = 1 in assumption (A5).
6. We initially set cyber entities on Bio-net platforms with probability 0.1.

We add Assumptions 4 and 5 so that we can easily verify our simulation results.

(0,0) (1,0) (2,0)

1
(0.1)

0.2)

@ : Bio-net Platform

Figure 10: Neighboring platforms (North,

Figure 9: Network topology Fast, South, West)
ast, South, West).

5.2 Simulator

In our simulation, we used the objective programming toolkit, Swarm 2.1.1 [21].

The simulator begins by instantiating the objects in the simulation. It then runs in a
loop for 100 cycles. In each cycle, the simulator calls the Bio-net platforms first. After
all the Bio-net platforms make their decision on the prices of their network resources by
solving (P5), the simulator then calls the cyber entities in the entire network. All cyber
entities decide the amount of network resource they consume by solving (P1), and as a
result, they replicate, die and migrate. (The details are explained in section 5.2.2.) Lastly,
the simulator calls the cyber entities and platforms, which locate on coordinates (12,12),
(12,11), (12,13), (11,12) and (13,12) in order to track their behaviors. The results are

given in the end of this paper.
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5.2.1 wusers

As mentioned earlier, our purpose of this simulation is to study whether our architecture
“always” has an equilibrium point or not. Note that this is equivalent to examine if our
architecture has an equilibrium point for "any” user distribution over the entire network.
Remind that user request packet vector u changes for different ¢ and is also a given vector
for all cyber entities and Bio-net platforms. During our simulation, opposed to the reality,
we fix the user distribution (user’s request packets) and see if our architecture accumulates

to an equilibrium point after several cycles.

5.2.2 cyber entities

Since there is only one type of cyber entity and one type of network resource in our
network, let z; € 34 denote the amount of resource a cyber entity consumes on platform
i. Also, let U;(z; x; foc. plec uloc) denote the utility function of C'E;.

Cyber entities have three behaviors; replication, death and migration.

e Replication behavior: As mentioned in section 2, a cyber entity decides the amount
of network resources it consumes. More explicitly, each cyber entity solves (P1) si-
multaneously and repeatedly. When a cyber entity decides to consume more resource

than that of the last iteration, the cyber entity replicates.

e Death behavior: Similar to the replication behavior, a cyber entity dies when it

decides to consume less resource than that of the last iteration.

e Migration behavior: When a cyber entity migrates, it reduces the amount of resource
it consumes from the platform it resides on and consumes network resource from
the neighboring platform it decided to migrate to. Every cyber entity considers
migrating to a neighboring platform, according to the following policy. In each
iteration, given its own local information x; loc. pg"c, uéoc, each cyber entity calculates

its utility only concerning of the platform it resides on. Concretely, let U;(z;, pi, u;)

denote the utility only concerning of platform i. Note that local information is not

included in U;(z;, p;, u;). The function may be viewed as a utility function of cyber
entities which do not have local information. (See p.19.) Next, each cyber entity
calculates its utility concerning its neighboring platforms and the platform it resides
on. If this takes a larger value than the utility only concerning of the platform it
resides on, namely U;(x;,p;,u;), the cyber entity really migrates to a neighboring
platform. More explicitly, cyber entity on platform ¢, namely CE;, migrates to its

neighboring platform ¢ when the following inequality holds.
Uy (g + Az; pyr, uyr)

Ui(i; pis wi 1
Ty + Az >U<$zap u) (5 )

Ui(w; — Az piyui) +
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where Az is a small value. In each cycle, every cyber entity checks whether (5.1)
holds for each of its neighboring platforms. A cyber entity migrates to all of the
neighboring platforms where (5.1) holds in each iteration. During the simulation,
when CF; decides to migrate to 2 of its neighboring platforms, for example, C'E;
decreases its consumption amount at platform i by 2Axz and consumes the network

resource of its neighboring platforms which satisfy (5.1), each of them by Azx.

Now, let us explain the connections between U, (z;; z; ¢, plo¢, ul°¢) and U, (z; pi, ui). To
this end, let us introduce the notations first. Let us focus on CE;. Furthermore, let
in,le, s, 1y denote the platforms that can be reached within 1 hop from CE; (See Fig.10).
Here, the lower subscript represents north, east, south and west of platform i. Note that

CE; and platform ¢ have the information of components, which locate on iy, i, 75 and i,,.

Using these notations, U;(z;; z; "%, pl¢, ul°?) may be expressed using U;(z;; p;, u;) as the
following.
Ui o, plo,ul®) = Ui(wi; piy wi) — vmax {0, Uy, (w4, Pi,» i, ) — Us(i3 pis ) }

—vemax {0, Uy, (%i,; pi., wi,) — Ui(; i, wi) }
—Vgmax {0 (:czs,pzs, uzs> - ﬁi(ﬂfﬁpz‘,ui)}
—VwmaX{O (szvazwauzw) - Uz(mupzauz)} (52)

where v, Ve, Vs, > 0. Note that all the terms starting with v takes a negative value.

More specifically, taking the second term for example, when

Ui, (%3 D> i,) > Ui (i3 pi, wi) (5.3)

holds,
vpmax {0, U, (2i,; D> i, ) — Ui(wi; piyui) } > 0. (5.4)

We can see that when CE;’s utility only concerning of platform i, namely U;(z;;pi, u;)
takes a smaller value than the utility only concerning of its neighboring platform, the utility
of CE; (namely U;(w;; 77, plo¢, ul°¢)) decreases. Thus, C'E; may be able to maximize its
utility function U;(z;; z;'°¢, plo¢, ul°¢) by maximizing U;(z;; p;, u;) (through replication and
death behavior) and also by migrating to a neighboring platform where (5.3) holds. This
may be viewed as the following. When cyber entities on other platforms are happier than

CE;, CE; may want to migrate to other platforms.

5.2.3 Bio-net platforms

Bio-net platforms try to solve (P5). However, they do not know how to solve it directly,
since they must consider the responce of cyber entities. Thus, let us assume that they try
to maximize their utility gradually. We introduce two different policys on how Bio-net

platforms solve (P5), in simulationl and 2.
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5.3 Simulation 1

Let the utility function of a cyber entity on platform ¢ be described as
Ui (w4, pi,u;) = kyu; — kopr + uz — ]{333322 — k4p?. (5.5)

where ki, ko, k3, k4 are coefficients. Note that (5.5) is the same shape of (4.8). Note also
that u;i = 1,...,m is a constant value (150) throughout our simulation. The first term
of (5.5) indicates the amount of energy C'E; receives from the request packets, u;. The
second term indicates the amount of energy CFE; pays to platform i. The third term
implies that a cyber entity needs ux resource to provide u amount of users, and when the
cyber entity cannot acquire uxz amount of resource, the efficiency of providing a service
falls, and this reduces the utility of CE;. On the other hand, a cyber entity do not need
too much resource, and thus, the utility of a cyber entity decreases when it consumes too
much resources. This is expressed in the forth term. Lastly, the fifth term indicates that
when the price of resource becomes too high, the utility of a cyber entity will decrease
very much.

By substituting (5.5) to (5.2), we attain the utility function of CE;. CE; maximizes
its utility function through replication, death and migration behavior explained in section
5.2.2.

5.3.1 Bio-net platform’s policy

Let the utility function of a Bio-net platform i be described as

Ui(pis 2i) = kopii. (5.6)
The right hand of (5.6) is the energy income of platform i. Note that (5.6) also follows
the shape of remark4.1, and thus, the utility function is concave in p;. Note also that the
utility functions of both cyber entities and Bio-net platforms satisfy (ASS1) - (ASS7).
Let us assume that every Bio-net platform tries to solve (P5) according to the following
policy. In simulation 1, Bio-net platform ¢ increases the price of its resource when its
utility has increased compared to the last cycle. In other words, the Bio-net platform
increases its resource prices when the energy income has increased compared to the last
cycle. More explicitly, platform ¢ increases the price of resource by A, when the follwing
equation holds.

U (pi(t); 24(t)) > Ui (pa(t — 1); 24(t — 1)) (5.7)

holds, where ¢ indicates the iteration number. When the opposite inequality holds, the

platform decreases its resource prices.
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Table 1: Coefficients
u;(for alli) | a;(for alli) | Az | Ap | p™** | ky | kay | k3 | kg

150 1000 1 |{01]10000| 1 |1 1/}1

Table 2: Initial Settings
pi(for alli) | z;(for alli)
[0, 10] [1, 10]

5.3.2 Initial Settings

Table 1 shows the coefficients set in our simulation. Table 2 shows initial settings (when
t = 0) in our simulation. From Table 2, we set the price of resources in random numbers
from 0 to 100.Similarly, we set the amount of resource a cyber entity consumes in random

number from 0 to 10.

5.3.3 Simulation Results 1

Figure 11 shows the prices of network resources on platforms (12,12), (12,11), (12,13),
(11,12), (12,11) and (13,12) during the simulation runs. Similarly, Figure 12 shows the
amount of resource cyber entities consume. We may expect the number of all cyber entities
and resource prices accumulate to a single equilibrium point. This is due to the following
reasons. First, user’s request packets are uniformly distributedin the network. Secondly,
only one type of cyber entity is introduced in the network. Note that when cyber entities of
the same type reside on the same platform, they maximize the same utility function, since
their local information is the same. Lastly, only one type of utility function is introduced
for Bio-net platforms. From Figure 11 and 12, we may easily see that our network system
accumulates to an equilibrium point. Moreover, as we have expected, the number of all

cyber entities and resource prices accumulate to a single equilibrium point.

5.4 Simulation 2

In simulation 2, we use the same utility functions of cyber entities and Bio-net platforms
in simulation 1. Explicitly, cyber entities maximize (4.8) and Bio-net platforms maximize
(4.11). The only thing that differs from simulation 1 is the way each platform maximizes

its utility function. The policy used in this simulation is introduced below.
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Table 3: Coefficients
u;(for alli) | a;(for alli) | Az | Ap | p™** | ki | ko | ks

150 1000 1 {01]10000| 1 |10 1

5.4.1 Bio-net platform’s policy

Let us focus on Bio-net platform i. Every Bio-net platform memorizes whether it has
increased or decreased its resource price in cycle ¢ — 1. In the next cycle ¢, platform 4
repeats the same price adjustment (increase or decrese its price) when (5.7) holds. When
the opposite inequality holds, the platform carries out the opposite price adjustment. This
method may be viewed as follows. When the price adjustment of the last iteration has
succeeded, then the platform repeats the same adjustment. Revesely, when the adjustment
of the last iteration has failed, the platform makes the opposite adjustment.

Table 1 and 2 of simulation 1 are used in this simulation as well.
5.4.2 Simulation Results 2
The results are given in Figure 13 to 14. As we may see, the results are very simular to
the ones given in Simulation 1.

5.5 Simulation 3

In simulation 1 and 2, we have simulated the case where (ASS1) - (ASS7) hold. In
Simulation 3, we use a different utility function for Bio-net platforms, which do not satisfy

the conditions derived in our analysis. Specifically, we set platform i’s utility function as

Ui(pi; ©i) = (z; + wi)p;- (5.8)
Table 2 and 3 are used in this simulation.

5.5.1 Simulation Results 3

The results are given in Figure 15 to 16. From both of these figures, we may see that the

prices of resource diverge.

6 Conclusions and Future Work

This paper has shown that under conditions (ASS1) - (ASS7), our network architecture
accumulates to an equilibrium point. We have also demonstrated that an equilibrium

point exists under (ASS1) - (ASST). In simulation 3, we have seen that there are cases
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that an equilibrium point doesn’t exist where (ASS1) - (ASS7) don’t hold. However,
as we might expect intuitively, the case is very rare and there are many cases that an
equilibrium point exists even all the conditions (ASS1) - (ASS7) do not hold. Our future
work is to relax our assumptions (ASS1) - (ASST).
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Appendix I

CE!

Us

S;(t)
Shoe(t)

S(t)
Sloc(t)

Q;

the cyber entity of service type j, which reside on platform ¢

the vector of resource prices of platform 4

the vector of resource prices without platform i

the vector of resource prices of all platforms in the entire network

the vector of consumption amount of CEg

the vector of consumption amount without C’Ef

the vector of a total amount of resource consumption on platform ¢

the vector of consumption amount in the entire network except for platform ¢

the vector representing the amount of resources that cyber entity of type j
consumes at different nodes

the vector of all cyber entities in the entire network

the number of request packets on platform 7 and for service j

the vector of request packets on platform

the vector of all request packets in the entire network

a set of nodes where cyber entities of type j resides at time ¢

a set of nodes, consisting of Sj(t) and the nodes that are within N hops from a node
in Sj (t)

a set of nodes where at least one cyber entity resides at time ¢

a set of nodes consisting of nodes in S(¢) and the nodes that are within N hops from
a node in S(t)

the maximum amount of resources that platform ¢ may provide
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Appendix I1

The Kuhn-Tucker Conditions. Consider

(NLP) maximize f(z)
subject to g¢;(x) >0, j=1,...,r
=0,

hj(x) j=1,...,s,
where the functions are f : R — R, gj : R" — R and hj: R" — R!. Suppose that for
(NLP), the functions f and gj,j = 1,...,r are concave and continuously differentiable
and that h;j,j = 1,...,s are linear functions. (These assumptions make the feasible set

of (NLP) convex.) The Kuhn-Tucker (K-T) conditions provide necessary and sufficient

conditions for a point x to be optimal.

The K-T conditions hold at x if there exist A = (A1, ..., \.) € R", and p = (p1,...,1us) €
%, such that (x, A, p) satisfies

V@) + Y AVgi(@) + > i Vhj(z) =0
J=1 J=1

AJ>0a gj(x)z()? ]:17 , T

A‘79‘7('{1’.):07 ]:17 , T

hj(x) =0,7=1,...,s

where 7 indicates the transpose. Note that A\; must be non-negative, while ;; may be
positive, negative, or zero.

A constraint qualification to ensure that the constraint functions are well behaved is
also needed, although in practice, it holds virtually always. Explicitly, the constraint

qualification is as follows:
1. The feasible set has an interior point.

2. The vectors Vh;(z),j =1,...,s are linearly independent.
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Simulation Results
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